Abstract-Cloud computing has given the users accessibility to deploy number of files to the centralized cloud and share those with number of users. The flexibility of cloud computing always comes with the hurdles of security concerns. The data owner always needs to encrypt the files before uploading it and it must be decrypted before end users. This system needs secure storage of keys, but as files get increased in number, keys management become complex. We have proposed the system called as KASE, this system proposes aggregate key for sharing files in groups and searchable encryption. We have to create trapdoors manually for specific files as it becomes very tedious and hence, we have to apply the TF-IDF technique to avoid manual job.
I. INTRODUCTION
Cloud systems can be used to enable data sharing capabilities and this can provide an abundant of benefits to the user. There is currently a push for IT organizations to increase their data sharing efforts. In enterprise settings, demand for data outsourcing is increased nowadays. Data outsourcing should be assist in the strategic management of corporate data. This scheme is also used as a core technology behind many online services. These online services used for online application. Currently this scheme is easy to apply for free accounts for mail, photograph album, sharing of file with storage size more than 25GB. Together by using the current wireless technology, cloud users can access almost all of their files, directories and emails by a mobile phone in any corner of the world.
Some of the major requirements of secure data sharing in the cloud are as follows. Firstly the data owner should be able to specify a group of users that are allowed to view his or her data. Any member within the group should be able to gain access to the data anytime, anywhere without the data owner's intervention. No-one, other than the data owner and the members of the group, should gain access to the data, including the Cloud Service Provider. The data owner should be able to add new users to the group. The data owner should also be able to revoke access rights against any member of the group over his or her shared data. No member of the group should be allowed to revoke rights or join new users to the group.
One trivial solution to achieve secure data sharing in the Cloud is for the data owner to encrypt his data before storing into the Cloud, and hence the data remain information theoretically secure against the Cloud provider and other malicious users. When the data owner wants to share his data to a group, he sends the key used for data encryption to each member of the group. Any member of the group can then get the encrypted data from the Cloud and decrypt the data using the key and hence does not require the intervention of the data owner. However, the problem with this technique is that it is computationally inefficient and places too much burden on the data owner when considering factors such as user revocation. When the data owner revokes access rights to a member of the group, that member should not be able to gain access to the corresponding data. Since the member still has the data access key, the data owner has to re-encrypt the data with a new key, rendering the revoked member's key useless. When the data is re-encrypted, he must distribute the new key to the remaining users in the group and this is computationally inefficient and places too much burden on the data owner when considering large group sizes that could be in excess of millions of users. Hence this solution is impractical to be deployed in the real world for very critical data such as business, government and/or medical related data [1] .
II. LITERATURE SURVEY
In recent years, a growing number of researchers have been engaging in studying searchable encryption and various efficient search schemes over encrypted cloud data have been proposed. Many technical schemes related to cloud computing service are proposed by researchers.
Cryptosystem for fine-grained sharing of encrypted data was introduced in [2] . This scheme was called Key-Policy Attribute-Based Encryption (KP-ABE). In our cryptosystem, cipher texts are labeled with sets of attributes and private keys are associated with access structures that control which cipher texts a user is able to decrypt [2] . Multi-Identity Single-Key Decryption without Random Oracles, produce Multi-Identity Single-Key Decryption (MISKD). It is an Identity-Based Encryption (IBE) system where a private decryption key can map multiple public keys (identities). More exactly, in MISKD, a single private key can be used to decrypt multiple cipher texts encrypted with different public keys associated to the private key [3] .
Dynamic and Efficient Key Management for Access Hierarchies, This Method has the following properties: 1) Only hash functions are used for a node to derive a descendants key from its own key; 2) The space complexity of the public information is the same as that of storing the hierarchy; 3) The private information at a class consists of a single key associated with that class. Updates (revocations, additions, etc.) are handled locally in the hierarchy. This scheme is provably secure against collusion; and Key derivation by a node of its descendant's key is bounded by the number of bit operations linear in the length of the path between the nodes [4] . The dynamic scheme achieve a worst and average case number of bit operations for key derivation that exponentially better than the depth of a balanced hierarchy.
To address users' concerns over potential data leaks in cloud storage, a common approach is for the data owner to encrypt all the data before uploading them to the cloud, such that later the encrypted data may be retrieved and decrypted by those who have the decryption keys. Such cloud storage is often called the cryptographic cloud storage [5] .
Popa [6] , firstly introduces the concept of multi-key searchable encryption (MKSE) and puts forward the first feasible scheme in 2013. MKSE allows a user to provide a single keyword trapdoor to the server, but still allows the server to search for that trapdoor's keyword in documents encrypted with different keys. This might sound very similar to the goal of KASE, but these are in fact two completely different concepts.
In the context of cloud storage, keyword search under the multi-tenancy setting is a more common scenario. In such a scenario, the data owner would like to share a document with a group of authorized users, and each user who has the access right can provide a trapdoor to perform the keyword search over the shared document, namely, the "multi-user searchable encryption" (MUSE) scenario. Some recent work [7] focus to such a MUSE scenario, although they all adopt single-key combined with access control to achieve the goal. In [19] , MUSE schemes are constructed by sharing the document's searchable encryption key with all users who can access it, and broadcast encryption is used to achieve coarse-grained access control.
III. MODULE DESCRIPTION
The main objective of this project is: First, a data owner only needs to distribute a single Aggregate key (instead of a group of keys) to a user for sharing any number of files. Second, the user only needs to submit a single aggregate trapdoor (instead of a group of Trapdoors) to the cloud for performing keyword search over any numbers of shared files.
Data Owner:
In this module we executed by the data owner to setup an account on an untrusted server. On input a security level parameter and the number of cipher text classes n (i.e., class index should be an integer bounded by 1 and n), it outputs the public system parameter param, which is omitted from the input of the other algorithms for brevity.
Network Storage (Drop box):
Cryptography technique can be applied in a two major ways-one is symmetric key encryption and other is asymmetric key encryption. In symmetric key encryption, same keys are used for encryption and decryption. By contrast, in asymmetric key encryption different keys are used, public key for encryption and private key for decryption. Using asymmetric key encryption is more flexible for our approach. This can be illustrated by following example as shown in figure1 (produced by the encryption scheme) is decrypt able by a constant-size decryption key (generated by the owner of the master-secret key [1] . Suppose Alice put all data on Box.com and she does not want to expose her data to everyone. Due to data leakage possibilities she does not trust on privacy mechanism provided by Box.com, so she encrypt all data before uploading to the server. If Bob ask her to share some data then Alice use share function of Box.com. But problem now is that how to share encrypted data. There are two severe ways:
1. Alice encrypts data with single secret key and shares that secret key directly with the Bob. 2. Alice can encrypt data with distinct keys and send Bob corresponding keys to Bob via secure channel. In first approach, unwanted data also get expose to the Bob, which is inadequate. In second approach, number of keys is as many as no. of shared les, which may be hundred or thousand as well as transferring these keys require secure channel and storage space which can be expensive.
With our solution, Alice can simply send Bob a single aggregate key via a secure e-mail. Bob can download the encrypted photos from Alice's Drop box space and then use this aggregate key to decrypt these encrypted photos. In this Network Storage is untrusted third party server or drop box.
Encrypted Aggregate Key and Searchable Encrypted key Transfer:
The data owner establishes the public system parameter via Setup and generates a public/mastersecret key pair via Key Gen. Messages can be encrypted via Encrypt by anyone who also decides what cipher text class is associated with the plaintext message to be encrypted. The data owner can use the master-secret to generate an aggregate decryption key for a set of cipher text classes via Extract. The generated keys can be passed to delegates securely (via secure e-mails or secure devices) finally; any user with an aggregate key can decrypt any cipher text provided that the cipher text's class is contained in the aggregate key via Decrypt. 
Trapdoor generation:
Trapdoor generation algorithm is run by the user who has the aggregate key to perform a search. It takes as input the aggregate searchable encryption key agg and a keyword w, then outputs only one trapdoor Tr. 
File User:
The generated keys can be passed to delegates securely (via secure e-mails or secure devices) finally; any user with the Trapdoor keyword generation process can decrypt any cipher text provided that the cipher text class is contained in the Encrypted aggregate key and Searchable Encrypted key via Decrypt.
The concrete KASE scheme implementing the above described scenario in various modules will be discussed in our next paper.
V. APPLICATIONS
 Companies need only pay for the storage they actually use, typically an average of consumption during a month. This does not mean that cloud storage is less expensive, only that it incurs operating expenses rather than capital expenses.
 Businesses using cloud storage can cut their energy consumption by up to 70% making them a more green business. Also at the vendor level they are dealing with higher levels of energy so they will be more equipped with managing it in order to keep their own costs down as well.
 Organizations can choose between off-premises and on-premises cloud storage options, or a mixture of the two options, depending on relevant decision criteria that is complementary to initial direct cost savings potential; for instance, continuity of operations (COOP), disaster recovery (DR), security (PII, HIPAA, SARBOX, IA/CND), and records retention laws, regulations, and policies.
 Storage availability and data protection is intrinsic to object storage architecture, so depending on the application, the additional technology, effort and cost to add availability and protection can be eliminated. Storage maintenance tasks, such as purchasing additional storage capacity, are offloaded to the responsibility of a service provider.
 Cloud storage provides users with immediate access to a broad range of resources and applications hosted in the infrastructure of another organization via a web service interface.
 Cloud storage can be used for copying virtual machine images from the cloud to on-premises locations or to import a virtual machine image from an on-premises location to the cloud image library. In addition, cloud storage can be used to move virtual machine images between user accounts or between data centers. Cloud storage can be used as natural disaster proof backup, as normally there are 2 or 3 different backup servers located in different places around the globe.
VI. CONCLUSION
Considering the practical problem of privacy preserving data sharing system based on public cloud storage which requires a data owner to distribute a large number of keys to users to enable them to access his/her documents, we for the first time propose the concept of key-aggregate searchable encryption (KASE) and construct a concrete KASE scheme. Both analysis and evaluation results confirm that our work can provide an effective solution to building practical data sharing system based on public cloud storage. In a KASE scheme, the owner only needs to distribute a single key to a user when sharing lots of documents with the user and the user only needs to submit a single trapdoor when he queries over all documents shared by the same owner. However, if a user wants to query over documents shared by multiple owners, he must generate multiple trapdoors to the cloud. In our future work we study how to reduce the number of trapdoors under multi-owners setting. Moreover, federated clouds have attracted a lot of attention nowadays, but our KASE cannot be applied in this case directly. It is also a future work to provide the solution for KASE in the case of federated clouds.
